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Getting Started



Empowering consumers

“A central part of the industry shake-up is 
a levelling of the information playing field 
between health professionals and 
patients”.

https://www.theceomagazine.com/business/innovation-technology/healthcares-digital-disrupters/



Future of Health ….
According to a CSIRO report, titled Future of Health, the 
transition to a more holistic, preventive and consumer -
empowered health system presents a challenge. 

"This shift will require a change in the way consumers share their personal 
data and how they trust next-generation medical platforms. It will also 
require the modification of existing business models, …………..”

Article in the Australian Financial Review https://www.afr.com/brand/boss/the-
healthcare-disrupters-waiting-to-pounce-20181003-h166jw



What challenges do we face?….
• Changing national health profile

Increasing needs to support the ageing and the rise of chronic disease require resources and investment. 
However, this requirement will compete with emerging impacts of climate change, biosecurity threats and 
the rise of rare diseases.

• Inequity in access and experience
Improvements in national health outcomes will require providing access to quality health services

• Consumer behaviour and trust
Consumers are demanding more from their healthcare experiences and embracing new technology for 
low-risk decision making relating to their health.

• Adjusting to an increasingly digital world
Trust in data sharing, digital and health literacy, data ownership, system interoperability, and the current 
digital infrastructure present as key barriers to a more integrated and data-enabled health system.

• Fragmented and inflexible health systems
Barriers to an integrated health services model include multiple and complex funding arrangements, siloed 
data streams, ever-evolving regulatory requirements, and dated infrastructure.



How do we enable the shift?….
To achieve the vision, change is required
Digital technologies could assist many of the necessary changes, 
complementing the role of health professionals and providing consumers 
with greater autonomy in their health and wellbeing management. 
Five key enablers are discussed in this report:

• Empowered customers

• Addressing health inequity

• Unlocking the value of digitised data

• Supporting integrated and precision health solutions

• Integrating with the global sector



A Complex Healthcare sector

The healthcare sector has many stakeholders and 
clinicians – who remain integral to the 
personalised care of their patients.

Greater integration of care and consumer 
empowerment should lead to better outcomes 
and improved cost efficiencies across the sector. 

Rafic Habib, chief executive of Clinic to Cloud

Article in the Australian Financial Review https://www.afr.com/brand/boss/the-
healthcare-disrupters-waiting-to-pounce-20181003-h166jw



Disrupting your health ….

Healthcare must embrace disruption:

Like industries before them (ie Banking, retail, travel, media) 
healthcare operators are vulnerable to the disruptive forces of 
technology.

“We believe healthcare operators must embrace disruption to 
become more efficient, lower costs, increase accessibility and 
provide patient centric care”.

https://www.ventureinsights.com.au/product/disruption-in-disruption-is-good-for-health/



Three Areas of Focus ….
Start-ups in the industry focus on three areas:
• providing clinicians with more information to help them be 

more effective; 
• connecting GPs, specialists and hospitals (which 

traditionally operate in silos); 
• and giving patients more control over their health.
Most of the effort is going into the 3rd focus area. “The patient 
is one of the most underutilised resources in healthcare.”

Rafic Habib, chief executive of Clinic to Cloud

Article in the Australian Financial Review https://www.afr.com/brand/boss/the-
healthcare-disrupters-waiting-to-pounce-20181003-h166jw



My Health Record is not meant to 
replace direct communication between 
healthcare providers. 

It is another source of health 
information that you may not have 
otherwise been able to access.

Enhancing not replacing





Which patients may benefit most

Patients with 
known allergies 

and adverse 
reactions

New or 
travelling 
patients

Patients who 
are isolated

Patients with 
many care 
providers

Patients with 
chronic 
disease

Patients with 
multiple 

medicines

Patients 
requiring Post 
hospital care 



Realised benefit – Townsville Floods
‘The biggest problem for pharmacists is people being cut off from 
their home pharmacies, so they’re presenting at whatever 
pharmacies are open without much knowledge of their medicines 
and without their prescriptions.

‘At the moment, My Health Record is absolutely shining. The 
doctors are loving it, the nurses are loving it. The traditional 
relationships between GPs and patients don’t really exist at the 
moment, so everyone is trying to help each other, and My Health 
Record is able to provide a consistent medication profile,’ 
Quote from Tim Kelsey CEO Australian Digital Health Agency

Australian Journal of Pharmacy



Start of the new My Health Record era

As of March 2019 approximately 90% of patients 
now have a My Health Record (ACT increase from 25%)

• Does every GP, nurse, pharmacist and allied health 
member of your team know how to use My Health 
Record?

• Why you should view and upload into a patient’s My 
Health Record?



My Health Record 
Digital Foundations



Where the 
service was 

provided

Who received 
the service

Who provided 
the service

HPI-I
Healthcare 
Provider Identifier 
– Individual

IHI
Individual Healthcare 
Identifier

HPI-O
Healthcare Provider 
Identifier - Organisation

Healthcare Event

The right health information for the right individual at the point of care.

A record can only be accessed by authorised 
employees within registered (approved) 
healthcare provider organisations

Digital Health Foundations



Document types
Provider Documents

Shared Health Summaries

Discharge Summaries

Pathology reports

Diagnostic Imaging

Event Summaries

Prescription & 
Dispense reports

Specialist Letters & 
eReferrals

Organ Donor & 
Immunisation RegisterMBS & PBS information

DHS/Medicare Documents

Medicines 
Information View



Who is using the My Health Record in the ACT?

 86.7% of individuals in the ACT now have a 
My Health Record

* As at March 2019

 90.1% of Australians now have a My Health 
Record*



Individuals can interact with their My Health Record using a 
number of mobile apps:

HealthEngine
HealthEngine Pty Ltd

HealthNow
Telstra Health

Tyde
Tyde Australia Pty Ltd

Healthi
Chamonix Health 
Solutions Pty Ltd

Apps that are authorised to connect to My 
Health Record



Who is using the My Health Record in the ACT?

My Health Record system is used by:
o 87% of General Practices 
o 71% of Community Pharmacies 
o The Canberra Hospital, Calvary Public Hospital and 

associated Health Services 
o The National Capital Private Hospital
o A small number of Medical Specialists and Allied 

Health practitioners

* As at March 2019



Who is using the My Health Record in the ACT?

* As at March 2019
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Security



Current 
challenges

Ransomware

Credential-
harvesting 
malware

Social 
engineering

Targeting 
trusted third 

parties
Access to 

personally 
identifiable 
information

Security of 
IoT devices

Distributed 
Denial of 
Service 
(DDoS)

Targeting of 
Australian 

Routers
According to the 
ACSC Threat 
Report 2017, 
cybercrime 
is a prevalent 
threat for 
Australia.

It enables 
criminals to 

generate large 
profits with a 

low risk of 
identification 

and prevention.

Current challenges



Digital Health Security

Strong encryption

Firewalls

Secure login / 
authentication 
mechanisms

Audit logs



Examples of ‘notable events’

The Digital Health Cyber Security Centre 
 continually monitors the system for evidence of unauthorised access. 
 utilises specialist security real-time monitoring tools, configured and tuned to 

automatically detect events of interest or ‘notable events’. 
 regularly reviews and updates the defined events of interest, 

based on its knowledge of the likely threats to the My Health Record.

Security Operations

Overseas access 
by consumers 

and healthcare 
providers

Multiple failed 
logins from the 
same computer

Multiple logins 
within a short 
period of time

Logins to 
the same record 

from multiple 
computers at the 

same time

High transaction 
rate for a given 

healthcare 
provider

Certain instances 
of after hours 

access and 
all instances of 

emergency access



Digital Health Security in your Organisation

People





Cyber Security Guidance Materials

A range of cyber security guidance materials have 
been produced to encourage improved information 
security practices across the health sector.
These include:

• Preventing and recovering from 
ransomware

• Patching: Protecting healthcare information 
by updating systems and software

• Think before you click – protect your healthcare 
consumers



Legislation, Consent and Privacy 



Regulates how personal 
information is handled 
including health 
information in Australian 
government, not-for –
profit and all private 
health service providers

Privacy Act 1988

Regulates how health records kept 
by health service providers in the 
ACT (public and private) is handled.
• The Act requires records to be 

created and kept private.

• Consumers have access to records 
containing their personal health 
information and the fees charged.

Legislation covering Health Records in the ACT

Health Records (Privacy & 
Access) Act 1997

Enables the establishment 
and operation of the My 
Health Record system and 
regulates participation of 
healthcare recipients and 
providers

My Health Records 
Act 2012



Privacy - patient confidentiality

In Australia, all health service providers are required by law to protect 
the security and privacy of individual health information.
 The applicable legislation for public and private entities may vary depending 

on jurisdiction. The Commonwealth’s Privacy Act 1988 (Privacy Act) applies to 
Australian government entities and all private sector health service providers, 
regardless of size.

 The Privacy Act requires that health service providers take “reasonable steps 
to protect the information from misuse, interference and loss as well as 
unauthorised access, modification or disclosure” (APP11.1)

 Mandatory requirements apply if a breach occurs.



My Health Record Legislation



My Health Record Amendments 26th Nov 2018

• No access by law enforcement and government agencies

• Greater privacy for teenagers aged 14 and over

• Strengthening protections for victims of domestic & family violence

• No access by Insurers or Employers

• Permanent deletion of a cancelled My Health Record

• Increased penalties for misuse of information

• No commercial use of My Health Record data



Obligation to upload documents to the 
My Health Record

Healthcare providers do not have to upload all information on an 
individual to the person’s My Health Record.

 Healthcare providers retain the discretion to determine what should be 
uploaded to an individual’s My Health Record. If you consider that the 
information should not be uploaded, and this forms part of the consultation 
with the individual whether or not to upload: or 

 The individual states that they do not want the information uploaded, do not 
upload.

 There is nothing in the My Health Records Act that obliges uploading or that 
affects providers’ indemnity cover if they do not upload information to an 
individual’s My Health Record.



How patient consent works in My Health Record

Authority to access

Authority to upload

A provider is authorised by law to view a My Health Record without 
seeking consent each time, if:

1. The provider is permitted by the organisation to access the MHR
2. The provider is accessing in order to provide healthcare to the patient
3. The patient has not restricted access to the record

A provider is authorised by law to upload clinical documents without 
gaining consent of the patient each time.

A patient may instruct you that a particular clinical document not be 
uploaded.  If they do it can not be uploaded

Providers who have a legitimate reason to access the system (e.g. provide care
to a patient) are authorised to do so subject to the patient’s access controls.

Standing Consent



Medico-legal

Acting on 3rd

party 
information

Providers should rely on their own clinical 
judgement when using third party 
information

The My Health Record does not replace 
existing communication methods with the 
patient or other healthcare providers

Information in the My Health Record is to aid clinical 
decision-making



Medico-legal

Uploading inaccurate 
information

Healthcare providers are under an obligation to 
take reasonable steps to upload accurate and up-
to-date information (this is an obligation that 
exists already when sharing patient information 
with other providers)

The Australian Medical Association (AMA) has released some guidance to assist medical practitioners on how to 
use the My Health Record: https://ama.com.au/article/ama-guide-using-pcehr

The RACGP has released some guidance to assist medical practitioners on how to use the My Health Record: 
https://www.racgp.org.au/running-a-practice/technology/workplace-technologies/electronic-records/my-
health-record-in-general-practice

Avant Mutual has released some guidance to assist medical practitioners on how to use the My Health 
Record: https://www.avant.org.au/Resources/Public/My-Health-Record-FAQ/



Penalties for Misuse
Misuse of a person’s health information is a serious matter.  
The potential for damage is significant and this is reflected in 
current professional and legal obligations on persons such as 
healthcare providers to protect patient information. 
• The penalties for misuse of the My Health Record system are for reckless 

or intentional misuse. For more information about penalties see https:// 
myhealthrecord.gov.au/internet/mhr/publishing.nsf/Content/penalties-fact-sheet

• The Privacy Commissioner has extensive enforcement and regulatory 
powers with respect to misuse of personal information. Further 
information can be found at www.oaic.gov.au



Penalties for Misuse
Harsher fines and penalties apply for inappropriate or unauthorised 
use of information in a My Health Record. 
• Civil fines will increase to a maximum of $315,000, with criminal 

penalties including up to 5 years’ jail time.

Unauthorised collection, use or disclosure 
of health information in a My Health 
Record - Sections 59 and 60 of the My 
Health Records Act 2012.

Civil penalty of up to 1,500 penalty units.
Criminal penalty of five years 
imprisonment and/or 300 penalty units.

Unauthorised use or disclosure of 
healthcare identifiers or other 
information obtained for the purposes 
of the Healthcare Identifiers Service -
Section 26 of the of the Healthcare 
Identifiers Act 2010.

Civil penalty of up to 600 penalty units.
Criminal penalty of up to two years 
imprisonment and/or 120 penalty units.

https://www.myhealthrecord.gov.au/about/legislation-and-governance/penalties-for-misuse-health-information





Where do we start?



The 1st Steps

• Get registered for My Health Record
• Implement supporting Policy & Procedures        

within your organisation
• Educate and train your staff



Get Registered



Matching details expedites registration1

2

Overview of Steps

Register Seed Organisation

For access via Conformant Software

3

5

Request & Download NASH

Link Medicare PKI Site Certificate

Configure software6

Obtain HPI-Is

For access via Provider Portal

3 Authorisation Links

4 Obtain HPI-Is

4

5 Link identifiers



Registering for My Health Record
As a prerequisite to registering the organisation 
you must have: 

• an active Australian Business Number (ABN) 
• be or employ a healthcare professional who is 

registered in the HI Service and provides healthcare 
as part of their duties. 

The applicant must have authority to act on 
behalf of the organisation to be registered. 



Ensure the right person registers the organisation

The applicant is the Responsible Officer (RO) 
who has responsibility for the organisation’s 
compliance with participation requirements in 
the My Health Record system. 
• They will also become an organisational 

maintenance officer (OMO). 

• It is recommended that more than one OMO is 
added as part of the registration process.



The applicant must have a PRODA account linked to 
HPOS. 

• Ensure that the applicant’s PRODA account details and 
the RO details stored in the Australian Business Register 
are the same. 

• If the details don’t match - upload files that demonstrate 
evidence of authority to act.

• When there is a Trust or Trading name, evidence will 
always be required.

PRODA is pivotal



What is PRODA?



Access via DHS Website
• Access PRODA directly from the Department of Human Services 

(DHS) website. 
• If you get a systems error and you accessed PRODA via the DHS 

website then clear your 
browser history and retry.

Inactivation period
• PRODA & HPOS deactivate after 30 minutes of inactivity (clicking 

not typing)

Accessing PRODA



Accessing PRODA …. (Cont)

Supporting browsers

Using the latest internet browser helps maintain 
and improve your online security. To access PRODA 
to set up an account you’ll need one of these 
minimum browser versions: 
 Internet Explorer 9, 
 Safari 5. 

 Mozilla Firefox 30, 
 Google Chrome 39 



What is HPOS?

https://www.humanservices.gov.au/organisations
/health-professionals/services/medicare/hpos

Health Professional Online Services (HPOS) is a fast 
and secure way for health professionals and 
administrators to do business with the Department 
of Human Services.



New Services via PRODA     HPOS

• Organisation Registration for My Health Record
• NASH request and NASH revoking
• Provider Portal Registration (by individual 

practitioner)
• Provider Portal Access (by individual practitioner)
• Medicare PKI (Site Certificate) Request

PRODA Help

Phone: 1800 700 199
Monday to Friday, 8am to 5pm AWST

HPOS Help

Phone: 13 21 50
Monday to Friday, 8am to 5pm AWST

E Business Service Centre

Phone: 1800 700 199
For questions about progress of certificates



Register for PRODA & link to HPOS



Register for PRODA
Go to 
humanservices.gov.au/
proda and navigate to 
‘Register’

1



Verify your identity

If you do not complete 
the identity verification 
steps your account may 
be cancelled after 60 days 
and you will need to start 
the process again.

1e



Example: Verify your identity

Verify your first document

If you’re unable to verify your 
identity online, select I don’t 
have any of these 
documents and use the Manual 
identity verification for Provider 
Digital Access form.



Identity successfully verified



Register Your Organisation 
(using HPOS)

2



Login to PRODA2a



PRODA - HPOS

2b

2c

Select          and                                     if you wish 
to navigate back to the PRODA home page



Register Seed Organisation

2d

2e



The next time you log in 
to PRODA, the My Health 
Record tile will appear 
under the ‘My linked 
services’ section. Clicking 
the tile will redirect you 
to the Provider Portal.



https://www.myhealthrecord.gov.au/for-healthcare-
professionals/howtos/register-your-organisation

Registration Resources 



PRODA Training module

Provider Digital Access (PRODA) education for health professionals:
https://www.humanservices.gov.au/organisations/health-
professionals/subjects/provider-digital-access-proda-education-health-
professionals
• eLearning program
• Simulations
• Infographics

If you need help creating a PRODA account:
• https://www.humanservices.gov.au/organisations/health-

professionals/services/medicare/proda
• call the PRODA Help Desk 1800 700 199.



Polices and Procedures



My Health Record - Policies
Your practice needs to have a policy in place about 
how you will use the My Health Record system
• Key things to cover:

o Policies around publishing, distribution and review of the My Health 
Record and Security 

o Training for staff who use the My Health Record
o Manage user accounts – including disabling access for individuals 

who leave the organisation
o Procedures around handling Privacy Breaches and Complaints
o Risk assessments around ICT, privacy and security with the My 

Health Record system



Where to find further information about policies

 RACGP – templates are available on their 
website

 AHPA – templates are available on their website
 PSA – templates are available on their website
 My Health Record website – templates are 

available on the website
 Office of the Australian Information 

Commissioner (OAIC) – Information Sheets



Educate and Train Staff



www.digitalhealth.gov.au
> Using the My Health 

Record system > 
Training Resources

Educate Staff

More also available at 
www.myhealthrecord.gov.au > 

For healthcare professionals



Shared Health 
Summary
o Created by the 

nominated healthcare 
practitioner

o Created for all patients
o One current document, 

cannot be hidden



Event Summary

• For all healthcare 
providers

• For all healthcare 
encounters



Quality in a Health Record

Accurate Complete Consistent
Easily 
Read

Accessible

Up to date

Source: RACGP – Improving health record quality in general practice October 2018



Q12.1 A

Our active patient health records contain a 
record of each patient’s known allergies

Quality Improvement Standard 2  Clinical 
Indicators

Q12.1 B

Each active patient health record has the 
patient’s current health summary 

C7.1 B

Our active patient health records contain, 
for each active patient, their identification 
details, contact details, demographic, next 
of kin, and emergency contact information. 

RACGP Standards for 
General Practices 5th Edition



Educate Yourself



The Medicines View can quickly sort and display 
medicines information held in a patient’s MHR in 
date or alphabetical order. 
• Healthcare providers can benefit from the Medicines 

View by reducing the time usually required to search 
through recent summaries or relevant documents to find 
information about a patient’s medications. 

Become Familiar with …….







The information in the Medicines View is gathered 
from the patient’s most recent:
• Shared Health Summary, Event Summary and Discharge 

Summary
• specialist letters and e-Referral notes, and
• prescription and dispense records and other PBS claims 

information
• personal health summary that may include any allergies or 

adverse reactions and other key information

Medicines View



This view can be found 
in most clinical 
information systems 
(CIS) under the 
DOCUMENT LIST in the 
My Health Record  tab

Medicines View …… (Cont)



Resources …….



Contact us

6287 8031 or 6287 8028
digitalhealth@chnact.org.au
www.chnact.org.au

Help Centre

Website

Email



Questions




