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Overview

• My Health Record Use: how and when
• My Health Record Expansion
• Privacy and security
• Legislation and Consent
• Implementation
• Questions?



My Health Record - Use



Future of Health ….
According to a CSIRO report, titled Future of Health, the 
transition to a more holistic, preventive and consumer -
empowered health system presents a challenge. 

"This shift will require a change in the way consumers share their personal 
data and how they trust next-generation medical platforms. It will also 
require the modification of existing business models, …………..”

Article in the Australian Financial Review https://www.afr.com/brand/boss/the-
healthcare-disrupters-waiting-to-pounce-20181003-h166jw



An electronic summary of an individual’s health 
information that can be shared securely online 
between the individual and registered healthcare 
providers involved in their care to support improved 
decision making and continuity of care.

My Health Record





Shared Health Summaries





The Medicines View can quickly sort and 
display medicines information held in a 
patient’s MHR in date or alphabetical order. 
• Healthcare providers can benefit from 

the Medicines View by reducing the time usually 
required to search through recent summaries or 
relevant documents to find information about a 
patient’s medications. 

Quick Reference





The information in the Medicines View is gathered from 
the patient’s most recent:
• shared health summary, event summary and discharge 

summary

• prescription and dispense records and other PBS claims 
information

• specialist letters and e-Referral notes, and

• personal health summary that may include any allergies or 
adverse reactions and other key information

Medicines View
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Medicines Preview – sorted by medicine name



Pathology & diagnostic imaging reports



Discharge Summary



Specialist Letter





Accessing My Health Record via Provider Portal



Access via tablet



Accessing My Health Record via Provider Portal



Accessing My Health Record via Provider Portal



Accessing My Health Record via Provider Portal



Benefits of accessing a Patient’s My Health Record 
via the Provider Portal

Improved access to information 
• Reduced time chasing latest list of aged care consumers’ comorbidities 

• Reduced time determining last scripts filled by resident whilst in the 
community 

• Ability for Pharmacist to conduct a medicine reconciliation within the 
facility (RMMR) or in the home (HMR) 

• Ability for community care staff, allied health or nursing staff to easily 
determine treatment required post specialist appointments 

• Timely access to hospital discharge summaries 



Who is using the My Health Record in the ACT?
General Practices 87%

Community Pharmacies 71%

ACT Health 

• The Canberra Hospital and Health Services 

• The Calvary Public Hospital

• University of Canberra Hospital

National Capital Private Hospital

A small number of medical specialists and allied health 
practitioners

My Health Record



Diagnostic sector ‘connections’

See https://www.myhealthrecord.gov.au/about/who-is-using-digital-health/diagnostic-imaging-and-pathology-providers-uploading-my-health

Not all ‘connected’ labs are uploading at this stage.



ACT Diagnostic sector connections

ACT

Diagnostic Imaging

Public The Canberra Hospital and University of Canberra 
Hospital are uploading diagnostic reports.

Private 0/21 Connected

Pathology

Public The Canberra Hospital and University of Canberra 
Hospital are uploading diagnostic reports.

Private 1/5 labs connected but not uploading at this stage.
Where possible GP and specialist practices are encouraged to adopt electronic ordering of diagnostic tests. 
Note a paper request will be printed to enable the patient to select provider of choice.
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ACT Public Hospitals - Uploads of Diagnostic Imaging Reports
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Pathology and Diagnostic Imaging reports: view and consent

Pathology and diagnostic imaging reports requested by you or 
copied to you will still be sent directly to you via usual process
• Now, consumers and any healthcare professional involved in their care will be 

also able to access the reports via their My Health Record, wherever and 
whenever they need it

• Healthcare professionals will be available to view reports immediately as 
uploaded to My Health Record

• Reports will not be made visible to consumers 
via their My Health Record for seven days. 
This delay allows clinicians time to interpret 
the results and action follow up with the patient.



A General Practice in the ACT: Shared Health Summary upload
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Another Practice in the ACT: Shared Health Summary upload
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This Practice has built their Shared Health Summary upload 
into their workflow
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Agency Initiatives to foster Meaningful Use 

New My Health Record education and adoption activity to educate 
healthcare providers and consumers.
• General Practices have received packs over the last few weeks with the latest 

information about My Health Record. The packs are part of a new education 
and adoption activity by the Agency and include consumer brochures, posters, 
privacy and other fact sheets to display within their practice.

• These materials were researched and created in consultation with healthcare 
providers and include the benefits of My Health Record and how consumers 
can access and set access controls in their record.



Practice Manager
Roles

MHR staff training

Development and adherence to MHR 
policies and procedures

Risk assessment

Ensuring clinical software version is current

Ensuring security updates are current

Meeting ePIP requirements (accredited 
practices) 

Monitoring certificate expiry dates

Registering the practice for MHR

Maintaining healthcare provider HPI-Is in 
clinical software and retiring users from the 
clinical software upon leaving the practice

Ensuring privacy and security is maintained in 
the practice e.g. clinical software passwords 
are regularly changed and sufficiently 
complex, screensavers are used and 
deactivated using a username and password

If holding position of OMO, and leaving the 
practice, ensure that you have nominated a 
new OMO prior to leaving

Receptionist
Roles

IHI validation

Patient demographic details check

Assisted registration (where required)

MHR information resource

GP
Roles

Viewing clinical information in MHR

Uploading Shared Health Summaries, 
Event Summaries and Prescribing 
records to MHR

Downloading information from MHR 
into clinical software

Ensuring a high quality of data in 
clinical software

Obtaining patient consent to upload to 
MHR#

Secure messaging

Ensuring patient privacy and security is 
maintained e.g. clinical software
password is regularly changed and 
sufficiently complex, screensaver is 
used and deactivated by entering their 
username and password

# obtaining patient consent is considered 
best practice 

Practice Nurse
Roles

Viewing clinical information in MHR

Uploading Shared Health Summaries* 
and Event Summaries to MHR

Ensuring a high quality of data in 
clinical software

Ensuring patient privacy and security is 
maintained e.g. clinical software 
password is regularly changed and 
sufficiently complex, screensaver is 
used and deactivated by entering their 
username and password

* RNs only

Aboriginal Health Worker

Same as Practice Nurse

RO (Responsible Officer)

Existing definition

OMO (Organisational 
Maintenance Officer)

Existing definition

Practice Workflow

(May, 2019)



Today: 
Trish to have a 49yo health 
check on 2nd March 2019

Practice Workflow Scenario Adult, Primary Care

Scenario: Patient “Trish” existing client, 
female 49yo, overweight

Receptionist
Roles
Greets patient

Informs patient this is a MHR clinic

Checks IHI and personal details

Provides MHR resources to patient  (eg setting 
privacy controls)

GP
Roles
Reviews practice nurse information

Recommends exercise and diet plan

Reviews pathology in MHR

Update medications

Updates clinical history

Uploads SHS as requested by patient 

Practice Nurse
Roles
Prolonged health assessment
(707 – approx $268.80)

Established initial assessment 

Looks up MBS data to determine if existing care 
plan

Identified seen by another healthcare provider 
for infection. Previous practice didn’t upload an 
Event Summary (ES)

Patient unable to recall medication

Checks medicine view in MHR Dispense record –
found Oxacillin

Background: 
Previously ill two weeks ago, 
got Antibiotics from an Afterhours Dr

Plans: 
Moving to a warmer climate



Connecting your practice to My Health Record
This interactive webinar for healthcare providers will provide you with 
the necessary tools and knowledge for how you and your practice can 
connect to the My Health Record. 

• Presenter: Australian Digital Health Agency
• Date & Time: 1.00 - 2.00pm (AEST time) on Wednesday 5th June 2019
• Where: Online (join via your computer - register beforehand) 
• Registration 

link: https://login.redbackconferencing.com.au/landers/page/da66b2

Upcoming webinar events



Anecdote from a Dentist

Dr Murray Thomas, Dentist
Chisholm ACT, Member Australian Dental 
Association NSW

“I found using portal straight forward and 
easy. I find the up-to-date medicines 
information particularly useful when treating 
patients who are taking several medicines for 
chronic disease management.” 

Improvements 
in patient 
outcomes



Enabling the clinical use of My Health Record in Pharmacy
This interactive national accredited webinar for pharmacists is designed to improve 
understanding of My Health Record benefits, features and functionality, describe 
the processes involved in implementing and adopting My Health Record as part of 
clinical workflow, and describe how to utilise My Health Record to benefit patient 
care

• Date & Time: 7.00 - 9.00pm (AEST time) on Wednesday 19th June 2019
• Presenter: Australian Digital Health Agency
• Where: Online (join via your computer - register beforehand. Registrations close 

24 hours prior to the event) 
• Registration 

link: https://login.redbackconferencing.com.au/landers/page/972508

Upcoming webinar events



My Health Record for Practice Nurses - Improving continuity of care 
for your patients

This interactive webinar for healthcare providers will provide you with 
the necessary tools and knowledge to use the My Health Record. 

• Date & Time: 1.00 - 2.00pm (AEST) on Wednesday 26th June 2019
• Presenter: Australian Digital Health Agency
• Where: Online (join via your computer - register beforehand. Registrations close 

24 hours prior to the event)
• Registration 

link: https://login.redbackconferencing.com.au/landers/page/31e2ae

Upcoming webinar events



The advertising encourages Australians to have conversations with their doctors 
and other healthcare providers to start using and viewing their My Health Record 
within the clinical setting. The advertising also promotes training and resources for 
healthcare providers in using My Health Record.
• Some of the advertising includes 30-second videos and posters in 2,858 healthcare locations –

GP waiting rooms, hospital, pathology, radiology and pharmacy locations.
This activity will run across regional radio, digital advertising (social media and Google), 
Aboriginal and Torres Strait Islander radio and press, and will be translated in up to 7 languages 
(Arabic, Italian, Greek, Mandarin, Cantonese, Vietnamese, Korean) across press and digital.

• The Agency will also promote the My Health Record through digital posters and self-service 
terminal screensavers at all Medicare and Centrelink locations from June 2019 onwards.

My Health Record Education and Adoption (next phase)

a digital advertising campaign has commenced & runs to end of June 2019



My Health Record Expansion
Dr Amandeep Hansra

Senior Clinical Reference Lead





The current state

o 250,000 hospital admissions annually from medication 
errors costing $1.4 billion

o 400,000 additional presentations to ED are likely due 
to medication-related problems

o 50% of this harm is preventable

o Over 90% of patients have at least one medication 
related problem post-discharge from hospital

Medicine Safety: Take Care 2019, Page 4, Pharmaceutical Society of Australia 
https://www.psa.org.au/wp-content/uploads/2019/01/PSA-Medicine-Safety-Report.pdf



What is My Health Record?
05

04

03

02

01

It is a repository of documents and a summary of an individual’s key health information –
it can be shared securely online between the individual and their healthcare providers

It is protected – by legislation 
and the highest strength security 
mechanisms

It is accessible at all times – including 
at point of care 

It is personally controlled – the individual has a say in what 
gets uploaded, what stays in their record and who can see 
their record

It is part of a national system – an individual’s My Health Record travels with 
them wherever they are and no matter which registered healthcare provider 
they are seeing



Document types
Provider 

Documents
Shared Health Summaries

Discharge Summaries

Pathology reports

Diagnostic Imaging

Event Summaries

Prescription & 
Dispense reports

Specialist Letters & eReferrals

Organ Donor & Immunisation 
RegisterMBS & PBS information

DHS/Medicare Documents

Medicines 
Information View





My Health Record is not meant to replace direct 
communication between healthcare providers. 
It is another source of health information that 

you may not have otherwise been able to 
access.

Enhancing not replacing



How can I use the My Health Record? 

1. Through conformant software
– view and download information through clinical 

software you are already using  
– upload information from your software

2. National Provider Portal
– view and download information



When do you view the My Health Record? 

When do you upload to the My Health Record? 



Use 
Pharmacists Shared Medicines List

PSML

David Traylen
ACT PHN Digital Health Engagement and Training



Clinical Information Systems – PSML in Meds View



National Provider Portal – PSML in Meds View 



National Consumer Portal – PSML in Meds View



PSML (pdf rendered) in View

UseUse



Training  
Accessing the Training on Demand Portal



On Demand Software Environment

https://www.digitalhealth.gov.au/using-the-my-health-record-system/digital-health-training-resources/on-demand



Software Education https://www.myhealthrecord.gov.au/for-healthcare-professionals



Resources …….



Privacy and security of My Health Record



HPI-I
Healthcare Provider 
Identifier – Individual

IHI
Individual Healthcare Identifier

HPI-O
Healthcare Provider Identifier -
Organisation

Who 
provided 

the 
service

Who 
received 

the 
service

Where 
service 

was 
provided

Healthcare Event

Digital Health Foundations
The right health information for the right individual at the point of care

A record can only be accessed by authorised employees within registered healthcare 
provider organisations



Information is correct as of 29/01/2018

Defence in Depth

A layered 
approach to 
security provides
robust protection 
for our sensitive 
health data

Policies, procedures, awareness

Physical Security

Perimeter

Internal Network

Host

Application

Data



Information is correct as of 29/01/2018

Security Assurance

Security assurance activities are undertaken to ensure the security of 
the My Health Record system is adequately maintained, including:

Secure 
Build

Test & 
Accredit

Release

Review

Secure
Design

Continuous 
Improvement

• Accreditation in accordance with the Australian Government Information 
Security Manual (ISM) and Protective Security Policy Framework (PSPF). 
Including assessment by an independent IRAP* assessor.

• Threat and risk assessments to independently audit the effectiveness of 
security controls.

• Regular penetration testing, to understand and monitor security threats, 
risks and vulnerabilities.

• Pre-release testing and technical reviews to identify and rectify any security 
vulnerabilities, prior to release of new My Health Record system 
functionality.

• Security clearances – ensuring personnel involved with management of the 
My Health Record system have a baseline security clearance, granted by the 
Australian Government Security Vetting Agency.

• Information Security Policy and associated security procedures and plans.

*IRAP: InfoSec Registered Assessors Program (managed by Australian Signals Directorate)



Examples of ‘notable events’

The Digital Health Cyber Security Centre 
 continually monitors the system for evidence of unauthorised access. 
 utilises specialist security real-time monitoring tools, configured and tuned to 

automatically detect events of interest or ‘notable events’. 
 regularly reviews and updates the defined events of interest, 

based on its knowledge of the likely threats to the My Health Record.

Security Operations

Overseas access 
by consumers 
and healthcare 

providers

Multiple failed 
logins from the 
same computer

Multiple logins 
within a short 
period of time

Logins to 
the same record 

from multiple 
computers at the 

same time

High transaction 
rate for a given 

healthcare 
provider

Certain instances 
of after hours 

access and 
all instances of 

emergency access



Digital Health Security in your Organisation

People



Simple Steps for Healthcare Businesses

• privacy
• passwords 

• software updates 

• back-ups
• staff security 

awareness.

The Australian Digital Health Agency has released 
the ‘Information Security Guide for Small Healthcare 
Businesses’. 
The guide provides simple guidance for 
non-technical health professionals regarding:



Manage your certificates

Did you know that your NASH PKI certificate expires 
2 years from the date of issue? Do you know how to 
renew your NASH PKI certificate? 

For further information and to learn how to renew 
your NASH PKI certificate, please visit Medicare -
Manage your certificates web page.



The My Health Record system operates under the 
My Health Records Act 2012 and The Privacy Act 1988.

The Acts establish:
- The role and functions of the system

- A registration framework
- A privacy framework



How patient consent works in My Health Record

Authority to access Authority to upload

A provider is authorised by law to view a My 
Health Record without seeking consent each 
time, if:
1. The provider is permitted by the organisation

to access the My Health Record 
2. The provider is accessing in order to provide 

healthcare to the patient
3. The patient has not restricted access

Providers who have a legitimate reason to access the system (e.g. 
provide care to a patient) are authorised to do so subject to the 

patient’s access controls.

A provider is authorised by law to upload 
clinical documents without gaining consent 
of the patient each time.

A patient may instruct you that a particular 
clinical document not be uploaded. If they 
do it can not be uploaded



My Health Record legislation highlights

1. A person’s record will be deleted when they opt out
2. Access by insurers and employers is prohibited
3. Increased penalties for misuse of information 
4. Law enforcement agencies will need a court or similar order 

to access a record
5. Parents will be removed as authorised representatives 

when a child turns 14
6. Strengthened protections for people at risk of family and 

domestic violence
7. Government agencies involved in managing the My Health 

Record system 
8. Use of My Health Record data for research purposes



Information is correct as of 29/01/2018

Consumer control of the My Health Record

Individuals control who has access to their My Health Record:

They can choose to 
restrict access to 

specific documents 
in their My Health 

Record by 
establishing a code 

(LDAC).

They can restrict 
access to their record 
by establishing a code
(RAC) that will mean 
only organisations 
given the code can 
access any part of 
their My Health 

Record 

They can subscribe 
to SMS or email 

alerts that report in 
real time when a 

new health provider 
organisation 

accesses their My 
Health Record

In an emergency, a 
clinician can 

exercise a ‘break 
glass’ facility – but 

instances are 
monitored and 

logged.

All instances of 
access to My Health 

Record are 
monitored and 

logged



Information is correct as of 29/01/2018

Individuals can interact with their My Health Record using a 
number of mobile apps:

HealthEngine

HealthEngine Pty Ltd

HealthNow

Telstra Health

Healthi
Chamonix Health 
Solutions Pty Ltd

My Child’s 
eHealth Record

The Australian Digital 
Health Agency

Apps that are authorised to connect to My 
Health Record



Q & A



Contact us

6287 8031 or 6287 8028
digitalhealth@chnact.org.au
www.chnact.org.au

Help Centre

Website

Email


