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Overview

My Health Record Use: how and when

My Health Record Expansion
* Privacy and security

* Legislation and Consent

* Implementation

* Questions?

*
o .u-;;.-_,m.
‘”.'-‘ e sy 04



My Health Record - Use




Future of Health ....

According to a CSIRO report, titled Future of Health, the
transition to a more holistic, preventive and consumer -
empowered health system presents a challenge.

CSIRO Future of Health

The Future of Health report provides a vision and plan for how Australia can shift focus away from iliness treatment and towards the
management of health and wellbeing.

"This shift will require a change in the way consumers share their personal
data and how they trust next-generation medical platforms. It will also
require the modification of existing business models, ..............

Article in the Australian Financial Review https://www.afr.com/brand/boss/the-
healthcare-disrupters-waiting-to-pounce-20181003-h166jw



My Health Record

An electronic summary of an individual’s health
information that can be shared securely online
between the individual and registered healthcare

providers involved in their care to support improved
decision making and continuity of care.
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‘ ‘ Tiger visits a lot of different
specialists — cardiologists, urologists
and endocrinologists — so there’s
complex issues that need to be
managed. Often, those specialists
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don’t communicate with each other.
By using My Health Record, .
important information is brought —

together so there’s a coordinated
approach to his care. , ,

b( Dr Ron Malpass
b practice owner and GP

to Tiger Corrigan for 30 years
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Shared Health Summaries

Cataract (Both) Oct 2010 -> Bilateral
Memory loss Mar 2009 - Mild shert-term
_t Osteoporosis Feb 2009 ->
Shared Health Summary Hypertension Oct 2008 >
a 013 s
I7Fab-2012 [mmunisations
. Gert (MrY O 0 g7g {37 CEY Make
FOURIE, Gert I'HI 4 ik Oct-1873 (EE ) EX Male mmunisations - Administered Immunisations
Vaccine Sequence Number Date
FLUVAX 1 13 May 2014
START OF ME“I FLUVAX 1 10 May 2013
FLUVAX 1 20 Mar 2012
HCN Samples Database 2
n : . 3 PNEUMOVAX 23 1 17 Jul 2004
Author Dr Alfsnso Temi-Anne {General Medical Practition ef) =
Phone 07 7R7E 7878
Patient Author
Name Mr Caleb DERRINGTON Name Dr Phillip Lang (General Medical Practitioner)
Sex Male Organisation NEHTA
a Indigenous Status Neither Aboriginal nor Torres Strait Islander Work Place 400 George Street, Brisbane, QLD, 4001,
.ﬂ.d'\l"tfse Rﬁaﬂla“s origin Australia
Date of Birth 15 Jun 1933 (B4y) Phone 0730230000 (Workplace)
Substance/Agent Manifestation IHI 8003 6080 0004 5922
: Hoae Bhiatids Aokl bl — Entitlements 29507907111 (Medicare Benefits) Clinical Document Details
NITRATES * Hives, Rhinitis, Asthma complicationss Home Address 4 0ld Tenterfield Rd, Paddys Flat, NSW, 2469, Document Type Shared Health Summary
Australia Creation Date/Time 7 Nov 2017 14:46+1000
= Phone 0455555555 (Workplace) Date/Time Attested 7 Nov 2017 14:48+1000
GLUTEN * Headaches, Tiredness Document ID 15dd1e9f-b892-49f1-ad83-f4adc2B04da3
Document Set ID 584f2c02-1165-47bc-a682-3d0d3ceS4ebc
‘ Ay Document Version 1
Mtdlﬂatlﬂﬂi Completion Code Final
Medication Directions Clinical Indication
IPRATROPIUM BROMIDE (ANHYDROUS) Nasal 2=4 Sprays Lid. md.u Hay fever
Soray 2lmaog) spray
VENTOLIN CFC-FREE Inhaler 100mcg/dose 1=2 Pulfs q.4.h. m.d.u. Asthma
Medical History
Procedures - Exclusinn Statemedl - None Supplisd
Onset Date / Time Resolution Date / Time Problem [ Dingnesks Comments
15-May-1986 Asthma
Immunisations ] L,
= ~ N ¢
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% File Patient. Edit Surnmaries Tools  Clinical  Correspondence  Assessment  Resources  Sidebar  MyHealthRecord  Window  Help

+=RABEE YEFAL IRPN @RAO 2T S5 8 00 || [ MbReisencs |

:Isabella Hungerford [38urs Bmths] | [DOB: 05/10/415980 éGender: Female © Oceupation: | 0 | 4m 23z ]

1 Struggle Strest. Dalwalinu, Ywa BE0I {Ph: 0455555555 [mobile] Fiecord Na: | ATSI: Eﬂeitherﬂ.boliginal nor Torres Strait |=lander
Allergies & |7 pllergies/Adverse Feactions ek My Health Record for IHI; 8003 6083 3337 8628 ==

Adwerse

Reactions: Thiz iz not a complete view of the individual's health information. For more information about the individual's health recond or data, please consult the individual or other healthcare professionals as needed.

Wanings: |

Thiz patient haz an active My Health Record to which pou have access.

Change/Gain Access | ‘

@ Summary B Cument Ry ,9 Progress| E1  Past history | | My Health Record Yiew | Prescription and Dispense View -F‘a-t-holc-g:l,! ﬁu_apc-rt.\.-"i-éw .[-)iagr_'uosti-c-li'nagip_g -Iiiep_ort\a.’.iew

: #  Diug name Strength Show Recent Shared Health Summary | Show Medicare Recards | Show Medicine Recards Reset All Filters | List is Filtered By: Document Date [In Last Manth], Document E

Document Date  « [ BTN B | Organisation Type - Author |_?H Size
ri-and adrinistrati..

i Date Range

[Blank]

Today
esterday

Since Yesterday
In Last Week

It Last 2 'Weeks
In Lazst Manth

It Last 3 Manths
I Last B Maonths
In Last vear

Organisation

[7]| saved In MD
5.7KE b ved

[Custam)

— Custony Dates

Start Diate: 30/04/2013

EndDate:  30:04/2019

Isabella
HUNGERFORD
START OF DOCUMENT

Apr2019 |

3 5 Oct 1980 (38y*) |

| Fremove Filer X Female | IHI 8003 6083 3337 A

| el
My Health Record

Available medicines in this My Health Record - sorted by Date ¥

- Create Clinical Document - Superseds Remave from ky Health Record Save in MD - _- Close




Quick Reference

The Medicines View can quickly sort and
display medicines information held in a
patient’s MHR in date or alphabetical order.

* Healthcare providers can benefit from
the Medicines View by reducing the time usually
required to search through recent summaries or

relevant documents to find information about a
patient’s medications.

/
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BW | Prascriphion and Dispense View | Pathology Report View | Diagnostic Imaging Report View

Isabella
HUNGERFORD

Available medicines in this My

Health Record - sorted by Date | S0 APr2019 |

DoB 5 Oct 1980 (38y*)

START OF DOCUMENT

| SEX Female |

IHI 8003 6083 3

My Health Record

Available medicines in this My Health Record - sorted by Date

To assist you to find medicines related information in this patient's My Health Record, previews are provided of medicines related information in documents
(where available) with links to the source documents where more detailed information can be obtained.
Important: Some documents do not allow for a preview of medicines or allergies and adverse reactions information, and should be opened by the links
provided. This view should not be wholly relied upon as a complete record of medicines or allergies and adverse reactions information.

View generated on 30-Apr-2019 16:22 for medicines, allergy and adverse reactions found in this record.

Allergies and Adverse Click here for Medicines
Reactions Preview
Metoclopramide, 02-Apr-2017 to 03-Apr-2017
Phenoxymethylpenicillin (2 years ago)

[Back to top >>] Next

All available Allergies and Adverse Reactions
02-Apr-2017 to 03-Apr-2017 (2 years ago)

Source/Author Date Substance/Agent
Shared Health Summary  03-Apr-2017 (2 years ago) Metoclopramide

by Own Organisation

Discharge Summary 02-Apr-2017 (2 years ago)

by Own Organisation

Click here for Shared Health

Summary

03-Apr-2017 (2 years ago)
Author:0wn

Own Organisation
milp:555-3342

* More recent than the Discharge
Summary

=1 Last

Manifestation(s)

Oculogyric crisis

Phenoxymethylpenicillin  Urticaria

Click here for Discharge
Summary
02-Apr-2017 (2 years ago)
Author:0wn

Own Organisation
tel:5555-6666

Hel



Medicines View

The information in the Medicines View is gathered from
the patient’s most recent:

e shared health summary, event summary and discharge
summary

e prescription and dispense records and other PBS claims
information

* specialist letters and e-Referral notes, and

e personal health summary that may include any allergies or
adverse reactions and other key information

/
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Medicines Preview — sorted by medicine name

Allergies and Adverse Reactions Medicines Preview Shared Health Summary Discharge Summary

TEST, Latex, Morphia, Morphine, Nickel, Not 05-Mar-2017 to 17-May-2017 05-Mar-2017 (3 months ago) 17-May-2017 (4 weeks ago)

allergic to amoxil - Amoxil 250mg prescribed, (4 weeks ago) Author: Own Author: Own

Not allergic to penicillin - Dicloxacillin 500mg Own organisation Own organisation

qid, Panadol, penecillan, Penicillin, Penicillin tel: (07) 9999 8838

allergy, Prozac allergy, Seafood, Tramadol * More recent than the Shared Health Summary
[Back to top] [<] First [=<] Previous [Help]

Medicines Preview - sorted alphabetically by active ingredient,
05-Mar-2017 to 17-May-2017 (4 weeks age)

Open the date-sorted view to see the latest event summary, specialist letter and e-Referral.

There may be some medicines older than the Shared Health Summary.
These medicines do NOT appear in the ingredient sorted Medicines Preview.

Source/Author Medicine - Active Medicine - Brand Directions

Ingredient(s)

Dispense Record Amlodipine Morvasc 10mg Tablet 10 ma One tablet daily 05-May-2017 (6 weeks ago)
by POWERZ (5 dispenses in 11 months)
Shared Health Summary Norvasc 10mag One tablet daily 05-Mar-2017 (3 months ago)
by Own organisation

Dispense Record Atenolol Tenormin 50mg Tablet 50mag One tablet daily 1 hr before breakfast 05-May-2017 (6 weeks ago)
by FOWERZ (3 dispenses in 11 months)
Shared Health Summary Tenormin S0ma One tablet daily for IHD 05-Mar-2017 (3 months ago)
by Own oraanisation

Dispense Record Atorvastatin Atorvastatin 40mg Tablet 40 mg One tablet daily 05-May-2017 (6 weeks ago)
by POWER2 (6 dispenses in 11 months)
Dispense Record Clopidogrel and Aspirin CoPlavix 75 mg/100 mg Tablet 7Smg/100mg One tablet daily 05-May-2017 (6 weeks ago)

by POWER2 (6 dispenses in 11 months)



Pathology & diagnostic imaging reports

Diagnostic Imaging Report
27 Mar 2017

Caleb DERRINGTON IHI 80

DoB 15 Jun 1933 (83y)

SEX Male 0004 5922

Pathology Report
27 Mar 2017
X Male  IHI BOO3 6080 0004 5922

Caleb DERRINGTON  DoB 15 Jun 1933 (83y*)

MRN 7125

START OF DOCUMENT

Imaging Queensland

Author Doctor ROSS JOHN (Medical Laboratory Scientist)
Phone 0345754566
Accession ID 10523475

Diagnostic Imaging

Report Date Report Reporting Radiclogist Status
27 Mar 2017 16:00+1000  Report Description Doctor Good RADIOLOGIST Final Results
{Imaging Queensland)
Imaging Examination Result s insging > 1maging Examination Result)
Imaging Examination Result
Image Date Observation Date Authoring Modality Exam Procedure Anatomical Anatomical Laterality Status
Organisation Region Location
Name
27 Mar 2017 16:00+1000 27 Mar 2017 16:00+1000  Imaging Chest Chest X-Ray was Chest Chest/Thorax  Bi-Lateral Final
Queensland X-Ray carried out using Results
the particular
procedure
Imaging Examination Result (piagnasic imsging > Imaging ination Result)
Imaging Examination Result
Image Date Observation Date Authoring Modality Exam Procedure Anatomical Anat al L ¥ Status
Organisation Region Location
Name
27 Mar 2017 16:00+1000 27 Mar 2017 16:00+1000 Imaging Pelvis Pelvis X-Ray was  Pelvis Entire Right and Final
Queensland X-Ray carried out using thorax left Results

the particular
procedure

Administrative Observations

Demographic Data

Field Value
Date of Birth is Calculated From Age True
Date of Birth Accuracy Indicator AAA
Age Accuracy Indicator True
Birth Plurality 3

START OF DOCUMENT

Sullivan Nicolaides Pathology

Author Mr PHIL TOUSANT (Medical Laboratory Scientist)
Pathology
Report DateTime Report Name Reporting Pathologist Report Status
27 Mar 2017 Pathology PHIL TOUSANT Final results; results stored and verified. Can only be changed with a corrected
21:03:00+0800 Report (Sullivan Nicolaides result,
Pathology)

Pathology Test Result putoig, > pathology Test Result]

Pathology Test Result
Collection Date

Observation Date Test Result Name Diagnostic Status
Service
27 Mar 2017 19:04+0930 27 Mar 2017 19:04+0930  Electrolytes Urea Laboratory Final results; results stored and verified. Can only be

Creatinine changed with a corrected rasult,

Pathology Test Result oo - pathology Test Result)

Pathology Test Result

Collection Date Observation Date Test Result Diagnostic Status
Name Service

27 Mar 2017 19:04+0930 27 Mar 2017 19:04+0930 CA MG PHOS  Chemistry Final results; results stored and verified. Can enly be changed

with a corrected result.

Pathology Test Result sathoios, > Pathology Tast Result]

Pathology Test Result

Collection Date

Observation Date Test Result Diagnostic Status
Name Service
27 Mar 2017 19:04+0930 27 Mar 2617 19:04+0930  C-Reactive Laboratory Final results; results stored and verifiad. Can only ba

protein changed with a corrected result.

Pathology Test Result (s, - pathology Test Result)

Pathology Test Result

Collection Date Observation Date Test Result Diagnostic Status
Name Service

27 Mar 2017 19:04+0930 27 Mar 2017 19:04+0930  Full bloed Laboratory Final results; results stored and verified. Can enly be changed
count with a corrected result,

Y
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Discharge Summary
3 Apr 2007

“ Famala

Medical Center

Author Dr Terrance Walker
Phone 5355-E685
Dischargs To Other/ Home
Discharge From  Ward

This section may contain the following subsections Advarsa Resactions and Alarts,

Adverse Reactions (e sreine » Adwsmns Resction

ischarge Summary

Adverse Reactrons
Subslance/Agenl Manilesbalinm

Phencxymethylpeniailin » Urticaria

Event

This section may conkain tha following subsections Problams/Diagnosas This Visit, Clinical Intervantions Performad This Wisit and Clinical Synopeis and Diagnog

Invastigations,

Clinical SYynopsis me: - cono synapsis)

Patient presented with acute nght upper guadrant pain and epegastnc paen as well 2= navsea and vomiting, Initally referred by GP with acute baliary colic o
September, trescund scan showed choleldhiasis. Leparcescopic cholecy=tectomy perdormed, No a=sociated or post-operative complicetons. Patienk

dizscherged on Day 2 after op=ration.,

Problems/Diagnoses This Visit e - prosmssol

This Visit}

Typa Dascriphion

Cholelithiz=s Leparo=scopic cholecysteckomy
Medications

This cectian may conktain tha following subsections Current Madications On Dischargs and Ceased Madications.

Current Medications On DHSCharge @ereive - curres seascion on Hechargs]

Corrent Modications On Discharge

Hedication Directions Dispepasd Chinical Tndicalion Duralion
Diabax XA-1000 1 g One Daily 3 Apr 2017
tablet: modified 15:1241000
releaze, 50

Soamac 40 mdg Oma Dally 3 Apr ZOLT
tablab: antaric, 28 15:09+ 1000
Tritsce 10 mp Ona Dhaily 3 Apr 2017
capmube hard, 30 15:094 1000
Hytrin 10 mg tablet: Ona Daily 3 Apr 2017
uncoated, 2B 15:07+1000
Panadol Osteog G55 One Twice & day 3 Apr 2017
mg kablet; modified 15:074 1000

releasa, 96

Ceased Medications .

oy - CERsS MEdatons|

Changs Slatus

Current

Currant

Current

Currant

Current

Change Descriphio
Mo Changes made

Flam

Thin pecian mwp contwin the Folipeing wbmctices S—enged Sarvion et Reoord OF Reooremendetions dnd |vormaien Faovided

R of Recomnsendations aisd Infosmation Provided .

Arsowrre rrlarnr
FAawe
O Il Bt

Azl S

Lamd L

3 dpr 36T

3 dpr T

Dok Hara

waed

At e ErepEey AR

T A1 Timee (¥ dnoch

S, Chwirsivs Banad
&5 Araturs . Eristaes, LD, $i27, duarala
=zApas

Hatpusd

Egary

Erima o e e bt e s

b Arfirs, @frbass, QLD 4113, denrea
Fepira el s Cawkpdic)

ee

|ifigiiin, Flales

Sr Daballs HINGINAD
Faryly
N A B Tame S [oerdsr

i

8 Dt 1988 (3]

SRS S TEAT BT
INMTHEZLL | Medicers Berata |

&4 Emigra Pl darem Cam. BN, 2880,
EF A

O B BB [Here)

r Tarpron Walor
Fnd o | T
STy

Chirvoal Dot Dainis

Dk g S rmTary
2 Agr 30a3
3 Aprk
21
Lok
1
Fra

711l

b Anfers, @ncbass, QLD 4411, dsanla
2222k [workaleca]

0711+ 1008

B SRR I RO R MT

Ho Changas mads

Mo Changes mads=

Mo Changss mads

Mo Changes made
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e [ ] Mo recommendations recorded.
Specialist Letter —
Medication Dircctions Chnical Indication Change Status Change Reason Comment
mv:ﬁ'(nﬂn“:ruln One tablat daily Angina Unehanged
2MeRM9 HELEM G FLYNN | DOS: 26-Jan-1063 | H1: B003 6083 3345 1652 DDA ncosced. 30
e
" 11.1:..1“.-:#17 %ﬁ;‘ﬂ.‘a’m& T
o pa
Mr Test TEAM  DoB 25-Aug-1980 (37y})  SEX Male  IMI 8003 6083 3345 3652 e
Lipiter {atorvastatin (as  One tablet daily Hypercholesterclaemia  Unchanged
uumm}wv;g]umu:
B
ETART OF DOCLUIMHENT mﬁfw
RIP Clinic = ——m
Authoe Dr. Good Envissnmant {Intersive Care Specialisz) o p e o=
Phone (07) 9990 BERE Hoe Aceuracy Indicator e
Age 37 years
Response Details heait ¥ _Document "
|
Response Narrative
218/2019 HELEN G FLYNN | DOB: 26-Jan-1969 | IHI: 8003 6083 3345 3652
Specialist Review on B-Mov-2008 - Pre CAGS | once again had the pleadwns in neviewing , Eric in the Candiolegy Outpatients. He i3 known b me for his ADMINISTRATIVE DETAILS
ischasmic hear dissass snd is currently Swaling Dypass sungery by the Bay Hill Hospital Team. Patient Author
Name Mr Test TEAM Name Dr. Good Environment (Intensive Care
Singe | last reviwed Eric some 6 wieks 890, N states that Ne has hasd much better control gver his anging with the Introdiction of the nitrale patch. He sex oo —— o
doss continue to get angina If he forgels his patch but otherwise has & very ow manageable eyvel of anging which Rt resulted in him rardy needing to sgadann 25-Aug- 1980 (379 I R
resort b sublingual nitrated now. In mry LSt review, 1 wrobe 0o the Bay Hill Hespital Team 1o sdvise them of ks ongoing sympltomatic statud and &S & resull - 9003 0003 229 w1 Work Place 123 Combe 5t, MAWSON, ACT, 2607, Australia
af which he i expected o undergo cardiéc surgery néxt weel. This s lely to be under an arranged plan whene the Bay Hill Heapital Team performs work i e - (07) 9999 8388 (Werkplace)
at the Caney Memorial Hospital on public patents given the ifficulties with sceessing 10U beds at the Bay Hll Hospital. Uidortunately Eric continuees bo Heme Al i St Sydney S 2000, #hons 07) 9999 88 (Workplace)
Smake ahowgh remains intereslad [0 quitting. Phone 0459599999 (Workplace) " o
Phone 0499999999 (Home) iment Ty
His current medications are Amiodiping 10mg per day, Metoprolal 50mg bd, Atorvastatin 40mg daily, Nitro-gur patch 25mg dailly as well ad some Alfred Email Test.Teami@domain.com (Workplace) :l,,.,:.:nm, f‘,’:‘:‘:ﬂ:ﬁ:m,m
Hodpital trial drugd. | undemstand from Eric that his Aspirin had been replbced by .I'l-iﬂi'iﬂ equivalents and that in addition et had commenced on Some anti- Date/Time Attested  11-0c-2017 16:16+1100
onidants in the form of Mega B, Vitamin C snd CoQ10 under the auspices of & trial ™ 1316130818 20071
On examination today, his blood pressure was 124,70 and his chest was ciear. s
AR this stage 1 Funve talked W hirn aboul $omie sspects of the candiad surgery and the importance of angoing heng exercised. In the immediste post B "
period, particulardly in view of hit ongoing smolng. ihmnglnmrwlmduummﬂmdlmhngumlndﬂhmwhﬂng mhalp'ul
for & weshk provides in gating & head start for that. Name Dr. Good Environment
1 ook forwiard B reviewing him on 18 Det which hopefully will be some 5 or & weeks after his cardiac surgery. e V23 Cambe Bt MAWSON, ACT, 2607, Austrase
Organisation RIP Clnic
Or Godd Ermdirsnmant
Cardiclogist END OF DOCUMENT
Response Detalls
Mo probiems recorded : ‘ ’
Australian Government
Recommendations Australian Digital Health Agency My Health Record
N FECOm M EndBEons Fecorded.




| MedicalDirector Clinicl ™ 18 - [Patient Database]
ﬁ File  Edit  View ‘Window Help

“ Pat| ant Database -_I:.urre;";t_ pa.tient.s.-B_I.J_ narme W

Enter patient name: |

Patient Details

Pr Details | potes | Personal Dietails

Title: [ 5ingle Mame Head af Family
) il — WadicsEns morsees T Penzsion Statuz Pensian M
First Mame: | |zabella |zabella - B950 43287 2 | ] M RROEENE:
; : Hungerford [38yrs . e ) @ None |
Middle Mame: Erths) Medicare Expiv: 31/07/2023 () Pension/HCE |
S ...I:-.Iungerf-ord. =% | FPenzion Mo [l r:;;. Full D 5
z = T 5 1 (0 Lirnited DA,
Known as: |[3abella Set | LRGN | = I
_ | ke |
i T . Satety Net Moo
Date of Birth: | 05/10/1980 Gender: | Female v | [ Transgendsr AR b 3
e SR e 2 ) Fecard Mo: |
ATSL: | Neither Aboriginal nor Tarres Strait [slander W e ————————— o |
Fegistered for CTG Co-Fayment relief (e 3003 G083 3337 8623 Yalidate |
Ethiriicity: | 7.1 H Record Status: ferfied * [HI History |
Contact Details IHI Mo Status: :.-l’-';.ai.ve 2
Residential | Postal Prefenied Maling Addiess @ Residential O PDStaI. [] Thiz patient has withdrawn consent to upload clinical documents ta I
M yHealtbRecord [except for prescription records and investigation requests) |

Address: |1 Struggle Street [ | Do not include in data collection!

| CityASuburb: Dalwallin | Postcode: BE09

Dafaul phana numbar fo be dsplavad
Home ok, () Mobile
Efqes ' 455555555

E-mail: |

Pretened Contact: | v | [ Donot send SM5

[TJUpdate address for all family members ) - B
Auto-capitalize names | Save [ | Cancel



Accessing My Health Record via Provider Portal

My Health Record System
National Provider Portal Login

Log in with PRODA R Log in with NASH

Use the PRODA login if you have a PRODA, Use this option if you have
account and do not have 5 MASH token, a valid individual NAasH token,™*

Before you can log in, you need to be acting on behalf of 3 Healthcare Organisation registered with the My Health Record System.

"An individual NASH PEI (USB token or Stmartcard) can be used, if you have one, Expired NASH PEL holders and new users should create a PRODA accgunt to use tha NPP

For assistance, please call the Help line on 1800 723 471 (selzct option 2),

affit y
Y
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Access via tablet

Welco
e JESSY Manjunath
HELP [
L

2
£
=]
5

I —
i 1l Hess hze
o

sed in on 85 -Jun- 3045

Vou e
24030 PM AEST)

Welco
me to My Health Record System

DHS5765
MEDTESTORGC17
MEDTESTORGSB120

MEDTESTORGSC20

PCEHRCERT72
M Health Record system
ider portal Login

Tes Hi A
ealth Servi National prov
erviced5
L ==
s this opton f you heve
avalid indV idusl NASH token®

have a PRODA
5 asH token

Lize the PRODA 109
‘account and do <!

TestH
ealth Servi
e
rvice 523
i bt o osmgan oot W gt pocord VST
users shoud uﬂ,nuﬂ‘w‘ﬂ 1o use the WP

safora you can 109 VO aed 1058
o, Exprod NASH PKI 1I0STE and new

s, if you have O"

«an ngiduss FASH P (UsB token martcard) can 08 ¥
ror assistance pease €5 1t velp line o 1853 20 471 (select 0917 f

’f
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Accessing My Health Record via Provider Portal

v 3 v ¢ Welcome: JESSY Manjunath HELP [ LOG0UT

e Zep
Aastralie G ramieal
Bt Heality Recend fou bast lngged in oo 33-fun-2015 & $15030 PM [SEST)

At b Tziesl Peallh Aesinay

My Health Record Search

LAST MAIME"

DATE OF BIRTH®

[ M -5 ﬁ

SEXT

Male Female Intersex Mot Stated
IDENTIFIER”

=1 Medicars DA, setect an ldentifier Typa

* Indizaies a mandatory fietd ' .-“1
Search | Resat ]

Pt ok ’ ’
Australian Government




Accessing My Health Record via Provider Portal

g .. 4 Welcorme: JESSY Manjunath HELP = LOG OUT
R P e P ‘

v Py Pety Himailtty Reescionred Wr bast ngped in on G3-lun- 2015 et 1S53 P OAEST)

FLYNN, HELEN G B b iheananiiii
=IEL = = O
DOB: 26-lan-196% (50 Vears) Sew: Female

Haalth Record Clinical Madicine Consumear Child Medicara Advance Cara
Onrerviaw Drocuments Racards Documants Development Recards Planning Q
-

Health Record Overview

e & anceE care | anmat o altable gn this My Health Record o dwerse Reacsions and Medicines Info

@ Thisis not s complets view of the individuals health infarmation, For mere information abaut the individuals hesith record or dats plesse
eonsult the individual or other healthcars professiensls as needed, Mote that sl date and me information shown on this pags is converted to
the Australian Eastern Standard Time Zone (or Australisn Eastern Daylight Time Zone when spplicable) '

Documents available on the My Health Record
since the last Shared Health Summary

This sectich lists key documents uploaded to this record since the last Shared Haealth Summary, such as discharge summaries, Other doouments, such
a5 presonptions, @n be accessed throwgh the other Enks provided.

74 Docurments available on the My Health Record since the

Showe Event Summaries Only (with Chinimal Synopsis if svallable) °
last Shared Health Surnmary

30-May-2019 Personal Health Summary HELEM FLY MM

02-May-2019 Advance Care Planning Document HELEM FLY MM "




Accessing My Health Record via Provider Portal

_.&:k o v ‘Welcorme: JESSY Manjunath HELP 2 LOG DUT
LR

AT i € AT R
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Haalth Recard Clinical kMadicine Consumer Child edicare Advance Cara
Due:iew Drocumants Racords Documants Devalopmant Records Planning Q
Dizgrestic Imaging Reports 22
Discharge Summary 71
a-Refarral 21 Allergies & Adwverse Reactions and Medicine:
Event Summary 18
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Pathology Reports g1 sl dﬁﬁanﬂ.ﬁme{nﬁmﬁun\:hnﬁﬁaﬂw}pagﬁ s convertad to
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=alth record or dats please

| Pharmacist Shared Medidnas List 0 |
1
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74 Docurnents available on the My Health Record since the Show Event Sammarias Only (with Clinical Synopsis if avallabiz) @
la=t Shared Health Summany

30-May-2012  Perspnal Health Summary HELEN FLYMM
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Benefits of accessing a Patient’s My Health Record
via the Provider Portal

Improved access to information
 Reduced time chasing latest list of aged care consumers’ comorbidities

 Reduced time determining last scripts filled by resident whilst in the
community

* Ability for Pharmacist to conduct a medicine reconciliation within the
facility (RMMR) or in the home (HMR)

* Ability for community care staff, allied health or nursing staff to easily
determine treatment required post specialist appointments

* Timely access to hospital discharge summaries
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Who is using the My HealthSI&Q%ord in the ACT:

General Practices o‘\) 81 296\
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Diagnostic sector ‘connections’

e ‘

Diagnostic Imaging Connections Pathology Lab Connections

422 Live 27% Lwe: S0

Not all ‘connected’ labs are uploading at this stage. L ’$:

Australian Digital Health Agency My Health Record

See https://www.myhealthrecord.gov.au/about/who-is-using-digital-health/diagnostic-imaging-and-pathology-providers-uploading-my-health




ACT Diagnostic sector connections

Diagnostic Imaging
Public The Canberra Hospital and University of Canberra

Hospital are uploading diagnostic reports.

Private 0/21 Connected
Pathology

Public The Canberra Hospital and University of Canberra
Hospital are uploading diagnostic reports.

Private 1/5 labs connected but not uploading at this stage.

Where possible GP and specialist practices are encouraged to adopt electronic ordering of diagnostic tests.
Note a paper request will be printed to enable the patient to select provider of choice.

*
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Uploads
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ACT Public Hospitals - Uploads of Pathology Reports
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Pathology and Diagnostic Imaging reports: view and consent

Pathology and diagnostic imaging reports requested by you or
copied to you will still be sent directly to you via usual process

* Now, consumers and any healthcare professional involved in their care will be
also able to access the reports via their My Health Record, wherever and

whenever they need it

* Healthcare professionals will be available to view reports immediately as

uploaded to My Health Record

* Reports will not be made visible to consumers
via their My Health Record for seven days.
This delay allows clinicians time to interpret
the results and action follow up with the patient.
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A General Practice in the ACT: Shared Health Summary upload
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" Another Practice in the ACT: Shared Health Summary upload
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This Practice has built their Shared Health Summary upload
into their workflow
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Agency Initiatives to foster Meaningful Use

New My Health Record education and adoption activity to educate
healthcare providers and consumers.

* General Practices have received packs over the last few weeks with the latest
information about My Health Record. The packs are part of a new education
and adoption activity by the Agency and include consumer brochures, posters,
privacy and other fact sheets to display within their practice.

e These materials were researched and created in consultation with healthcare
providers and include the benefits of My Health Record and how consumers
can access and set access controls in their record.
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Practice Manager
Roles

MHR staff training

Development and adherence to MHR
policies and procedures

Risk assessment

Ensuring clinical software version is current

Ensuring security updates are current

Meeting ePIP requirements (accredited
practices)

Monitoring certificate expiry dates

Registering the practice for MHR

Maintaining healthcare provider HPI-Is in
clinical software and retiring users from the
clinical software upon leaving the practice

Ensuring privacy and security is maintained in
the practice e.g. clinical software passwords
are regularly changed and sufficiently
complex, screensavers are used and
deactivated using a username and password

If holding position of OMO, and leaving the
practice, ensure that you have nominated a
new OMO prior to leaving

(May, 2019)

Practice Workflow

Receptionist
Roles

&

IHI validation

Practice Nurse
Roles

Viewing clinical information in MHR

Viewing clinical information in MHR

Patient demographic details check

Assisted registration (where required)

Uploading Shared Health Summaries*
and Event Summaries to MHR

Uploading Shared Health Summaries,
Event Summaries and Prescribing
records to MHR

MHR information resource

RO (Responsible Officer) g

Existing definition

OMO (Organisational
Maintenance Officer)

Existing definition

Ensuring a high quality of data in
clinical software

Downloading information from MHR
into clinical software

Ensuring patient privacy and security is
maintained e.g. clinical software
password is regularly changed and
sufficiently complex, screensaver is
used and deactivated by entering their
username and password

Ensuring a high quality of data in
clinical software

Obtaining patient consent to upload to
MHR#

Secure messaging

* RNs only

Aboriginal Health Worker @

[

Same as Practice Nurse

Ensuring patient privacy and security is
maintained e.g. clinical software
password is regularly changed and
sufficiently complex, screensaver is
used and deactivated by entering their
username and password

# obtaining patient consent is considered
best practice

&
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PraCtiCE WOFkﬂOW Scena I'iO Adult, Primary Care

Today: Background: =) Plans:
Trish to have a 49yo health Previously ill two weeks ago, Moving to a warmer climate
7 —
check on 2" March 2019 got Antibiotics from an Afterhours Dr Z

S

Receptionist Practice Nurse [
Roles Roles

Greets patient Prolonged health assessment Reviews practice nurse information

707 — approx $268.80 . .
Informs patient this is a MHR clinic ( 22 ) Recommends exercise and diet plan

Established initial assessment . .
Checks IHI and personal details Reviews pathology in MHR

Looks up MBS data to determine if existing care
plan

Provides MHR resources to patient (eg setting Update medications

privacy controls)

Updates clinical history
Identified seen by another healthcare provider

for infection. Previous practice didn’t upload an Uploads SHS as requested by patient
Event Summary (ES)

Patient unable to recall medication

Checks medicine view in MHR Dispense record —
found Oxacillin

Scenario: Patient “Trish” existing client,
female 49yo, overweight

/
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Upcoming webinar events

Connecting your practice to My Health Record

This interactive webinar for healthcare providers will provide you with
the necessary tools and knowledge for how you and your practice can
connect to the My Health Record.

* Presenter: Australian Digital Health Agency
e Date & Time: 1.00 - 2.00pm (AEST time) on Wednesday 5th June 2019
 Where: Online (join via your computer - register beforehand)
* Registration
link: https://login.redbackconferencing.com.au/landers/page/da66b?2
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Anecdote from a Dentist

o Dr Murray Thomas, Dentist
" Chisholm ACT, Member Australian Dental
Association NSW
Improvements
in patient
“I found using portal straight forward and outcomes

N

k@ easy. | find the up-to-date medicines
information particularly useful when treating
patients who are taking several medicines for

chronic disease management.”
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Upcoming webinar events

Enabling the clinical use of My Health Record in Pharmacy

This interactive national accredited webinar for pharmacists is designed to improve
understanding of My Health Record benefits, features and functionality, describe
the processes involved in implementing and adopting My Health Record as part of
clinical workflow, and describe how to utilise My Health Record to benefit patient
care

 Date & Time: 7.00 - 9.00pm (AEST time) on Wednesday 19th June 2019

* Presenter: Australian Digital Health Agency

 Where: Online (join via your computer - register beforehand. Registrations close
24 hours prior to the event)

* Registration
link: https://login.redbackconferencing.com.au/landers/page/972508
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Upcoming webinar events

My Health Record for Practice Nurses - Improving continuity of care
for your patients

This interactive webinar for healthcare providers will provide you with
the necessary tools and knowledge to use the My Health Record.

 Date & Time: 1.00 - 2.00pm (AEST) on Wednesday 26th June 2019

* Presenter: Australian Digital Health Agency

 Where: Online (join via your computer - register beforehand. Registrations close
24 hours prior to the event)

* Registration
link: https://login.redbackconferencing.com.au/landers/page/31e2ae
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My Health Record Education and Adoption (next phase)

The advertising encourages Australians to have conversations with their doctors
and other healthcare providers to start using and viewing their My Health Record
within the clinical setting. The advertising also promotes training and resources for
healthcare providers in using My Health Record.

* Some of the advertising includes 30-second videos and posters in 2,858 healthcare locations —
GP waiting rooms, hospital, pathology, radiology and pharmacy locations.
This activity will run across regional radio, digital advertising (social media and Google),
Aboriginal and Torres Strait Islander radio and press, and will be translated in up to 7 languages
(Arabic, Italian, Greek, Mandarin, Cantonese, Vietnamese, Korean) across press and digital.

 The Agency will also promote the My Health Record through digital posters and self-service
terminal screensavers at all Medicare and Centrelink locations from June 2019 onwards.

, \ 4
s X
Australian Government

_ a digital advertising campaign has commenced & runs to end of June 2019  Australian Digital Health Agency My Health Record
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My Health Record Expansion

Dr Amandeep Hansra
Senior Clinical Reference Lead
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The current state

o 250,000 hospital admissions annually from medication
errors costing $1.4 billion

o 400,000 additional presentations to ED are likely due % v
to medication-related problems

QK
o 50% of this harm is preventable @g
(=

o Over 90% of patients have at least one medication
related problem post-discharge from hospital

Medicine Safety: Take Care 2019, Page 4, Pharmaceutical Society of Australia
https://www.psa.org.au/wp-content/uploads/2019/01/PSA-Medicine-Safety-Report.pdf

-
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What is My Health Record?

P

It is protected — by legislation
and the highest strength security
mechanisms

It is accessible at all times — including
at point of care

It is personally controlled — the individual has a say in what
gets uploaded, what stays in their record and who can see
their record

01 ~
" It is part of a national system — an individual’s My Health Record travels with
E them wherever they are and no matter which registered healthcare provider
they are seeing

It is a repository of documents and a summary of an individual’s key health information —
it can be shared securely online between the individual and their healthcare providers

.
, > .:\v, ’
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Document types

Provider
Documents

Shared Health Summaries

Medicines

Discharge Summaries & Inf%%tion View
“all .

Pathology reports
Diagnostic Imaging
Event Summaries

Prescription &
Dispense reports

Specialist Letters & eReferrals DHS/M edicare Documents

Organ Donor & Immunisation

MBS & PBS information !
Register

Consumer
Documents

Personal Health Summary
Personal Health Notes
Advance Care Planning

Documents &
Custodian Details

Emergency Contacts

Childhood development




My Health Record Statistics
as at 28 April 2019

8
b
2
8

ACT 86.7%

NSW 90.2%
NT 93.6%
QLp 91.2%
SA 89.3%
TAS 90.3%
VIC 89.3%
WA $0.4%

*Participation rate is the number of people who chose not to opt out as a percentage of the number of people eligible for
Medicare as at 31 January 2019

QW

Organisation Type*

General Practice Organisations 7,060
Public Hospitals and Health Services 832
Private Hospitals and Clinics 187
Pharmacies 4,700
Aged Care Residential Services 232
Pathology and Diagnostic Imaging Services 97
Other categories of healthcare providers including Allied Health 2,630

*Organisation type based on Healthcare Provider Organisation (HPI-O) data, except that Public Hospital and Health Service
registrations are reported by jurisdictions. Number of organisations with a cancelled registration are no longer reported, as
they cannot interact with the MHR system.

All organisation registration counts are rounded to three significant figures; therefore, some totals may not correspond with
the sum of the separate counts.

My Health Record Usage

o

My Health Record

(25

Shared Health Summary 2.6 million
Discharge Summary 3 million
Event Summary 920,000
Specialist Letter 120,000
eReferral Note 130
Pathology Reports 8.6 million
Diagnostic Imaging Report 1.7 million

Dispense Documents

g ]

Consumer Entered Health Summary 140,000
Consumer Entered Notes 50,000
Advance Care Directive Custodian Report 21,000
Advance Care Planning Document 4,300

Australian Immunisation Register 3.8 miillion
Australian Organ Donor Register 870,000
Medicare/DVA Benefits Report 580 million
Pharmaceutical Benefits Report 410 million

All document counts are rounded to two significant figures; therefore, some totals may
not correspond with the sum of the separate counts.



Enhancing not replacing

My Health Record is not meant to replace direct
communication between healthcare providers.
It is another source of health information that

you may not have otherwise been able to
access.




How can | use the My Health Record?

1. Through conformant software

— view and download information through clinical

software you are already using

— upload information from your software

2. National Provider Portal

—view and download information
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When do you view the My Health Record?

When do you upload to the My Health Record?
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Pharmacists Shared Medicines List
PSML
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Clinical Information Systems — PSML in Meds View

VDAY ENGINEER  DoB 25 Sep 1958 (59y)

Available medicines in this My Health Record - sorted by Date
4Jun 2018

SEX Male

IHI 8003 6088 3334 9780

Allergies and Adverse Reactions
Animals, NewAllergy, Pollen, Bee Sting,
Penicillin, Morphine, Tramadol

[Back to top]

W
15-Jul-2016 to 30-May-2018
(5 days ago)

Shared Health Summary
10-Jun-2017 (12 months ago)
Author: Own

QOwn organisation

Medicines Preview - Latest Documents, Dispenses, Prescriptions - sorted by descending event date

15-Jul-2016 to 30-May-2018 (5 days ago)
Source/Author Date

30-May-2018 (5 days 890!

Descharge Summ 05-May-2018 (4 weeks 2go)
by Qwn organisation active

active

cancelled

active

2018 (3 months ago

Medicine - Active
Ingredient(s)

Medicine - Brand

Amlodipine (Norvase (Amlodiping) 10mg

Atenolol (Tenormin 50mg)

Clopidogrel and Aspirin (CoPlavix 75 mg/100 mg)

Insulin Aspart Protamine Suspension (Novomix 30 Penfill, 3mi 1001U/ml injection)
Irbesartan (Karvea 300mg)

Metformin Hydrochloride (Metformin 1g tablet

Metoprolol Tartrate (Betaloc S0mg

CEASED: Nurofen 400mg (Reason: Reason for Change not stated

Tadalafil (Cialis 10 mg tablet, 4)

Varenicline (Champix Tablet 1mg

Discharge Summary
05-May-2018 (4 weeks ago)
Author: Own

Quwin organisation

Directions

100 metered doses for Asthma

One tablet daily

One tablet daily

One tablet daily

y with meals for

One tablet daily for Angina

One tablet twice daily

One tablet twice daily

One or two tablets prn

As directed

One tablet twice daily

Return to your software’s My Health Record document list to open other earlier specialist letters not listed here.

This d

Clic

f medicines inform

¢ to view the source document.

Return to your software’s

r a preview of medicines information.

ment does r
t cument.

to view ti

Health Record document list to open other earlier e-Referrals not |

sted here,

Australian Government
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National Provider Portal — PSML in Meds View

Available Medicines Information

Allergies & Adverse Reactions

g it foun
8 items found

Medicines Preview

Documents found

Latest Shared Health Summary

29-Jan-2018 (7 months ago)

Latest Discharge Summary

05-May-2018 (4 months ago)

Discharge Summary
Accesing Hospital

Discharge Summary
Accesing Hospital

Discharge Summary
Accesing Hospital

e-Referral
Accesing Hospital

Pharmacist Shared
Medicines List
Accesing Hospital

DATE *

05-May-2018
(4 months ago)
active

05-May-2018
(4 months ago)
active

05-May-2018
(4 months ago)
active

04-May-2018
(4 months ago)

05-May-2018
(4 months ago)

MEDICINE - ACTIVE
INGREDIENT(S) =

AMetformin hydrochloride
500mg tablet

Frusemide (Lasix 40mq)

Perindopril with Indapamide
Hemihydrate (Coversyl Plus)

This document does not allow
for a preview of medicines
information. Click here to view
the source document.

This document does not allow
for a preview of medicines
information. Click here to view
the source document.

DIRECTIONS

One tablet twice daily for
insulin dependent diabetes
mellitus-NIL

One tablet twice daily for CCF

One tablet daily for
Hypertension, CCF

~usdralian Government
Australian Digital Health Agency

My Health Record



National Consumer Portal — PSML in Meds View

Record Home Documents v Privacy & Access Profile & Settings v

Q search

Help (3

Medicines Preview

Information on Medicines Preview

The medicines information presented on this section is sourced from health information uploaded by healthcare providers and patient-entered

information.
To view, add or update patient-entered medicines, gotw Personal Health SUmmil')(.

Show Documents Authored By From
All document types v All Authors v Last2 years e
Source or Author Date Medicine - Active Ingredient(s) Medicine - Brand Dose/Directions
Discharge 24-May-2018 This document does not allow for a
Summary (7 months ago) preview of medicines information.
ANUSHA Hospital - Click here to view the source
Emerging Hospital document.
Shared Health 24-May-2018 This document does not allow for a
Summary (7 months ago) preview of medicines information.
ANUSHA Hospital - Click here to view the source
Emerging Hospital document.
Ph. i r 08-Feb-2018 This document does not allow for a
Medicines List (10 months ago) preview of medicines information.
ANUSHA Hospital - Click here to view the source
Emerging Hospital document.

Australian Government
~ustralian Digital Health Agency
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PSML (pdf rendered) in View

PDF Viewer

Australian Government
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Tralning
Accessing the Training on Demand Portal
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On Demand Software Environment

Fred Dispense OOT

e ———
Medical Director ODT Prowvider Portal 5¥T
'3 & 'S & £ s ‘ 5 =
Lag TFF Resaet Log OfF Reset Log OfF Reszst ! Log Off Heset
o, - e
o o A

e y
Y

—v-heaIth-record-svstem/digital—hea Ith-training-resources/on-demand Australian Digital Health Agency My Health Record




&  C &sewe m i Currently presenting Give Control ¥ ® X Stop Presenting ¥ s

& ... MrcaletYjngton . -oka

File Open Request Clinical View Utilities My Health Record Help

'SE@HNP 2 a0 220 @QMIE®@ OB romymentes compainn ¥ [me ] [Opm]

Caleb Demngton DOB: 15/06/1933 Age: 85ws Sex Male [ 3m 14,{ Finokse vist | My Heath Record |
Addiess: 4 Old Tenterdield Road Paddys Flat 2632 Phone: Moble; 0455555555 Work:
Medicare No: %?%1 Record No.: Penzion No.: Comment:
Occupationr  Retired Raiway Workes Tobacco: Ex heavy smoker Alcohot Elte sports: Ethnicity:  Non Aborginal/Tomes Strait | shander Mgt
Bload Group: Advance Health Dractive:
Alerges / Adverse Diug Reactions: | Reactions | Netfications: | FactSheets | PreventiveHeskh |  Actios || Remnders
Itemn Reaction Severly Type Due Reason
Peruciin Utheans Modarate Preventoe hesth 0512/2008  Influenza vaccmation should be contdersd!
Praventive heath 081272018  Vaccinashon aganst thinglas thould be conzidered
Preventve heath 051272018 A Demenha Risk A should be deted
Preventve heath 051272018 A Health Assessment thould ba considered!
. Expand | | Colspe | || Add | Edt | Delete || Pw | Aun all chacks |
. Scnptdate: 51272018 [~ Tick the boxes of the items that you want to print | Select all Select 1ad | i .
&= ai“'c""’”‘""""" - [snerzme @-] Itervs in ed have been calcuiated to have been fuly uied | Selectal || selectied || Prescipion and Dispere View
Today's notes
E g _ Drug name Shength Dose Quantty RApls  Serptiype  Longtern  Last serpt ApprovalNo.  Subst  Reg 24 First serpd Reason for prescnphon C
SN S . B_m 10nce aweek b 1 FES Yes 2 Yes Mo 06/12/2017  Osteoporosis
= (5’ Cunent Ax Avanza 45mg T ablet 45mg 1 In the svening 0 5 NonPBS  Yes 17 Yeas No 06/12/217  Degression
] Avapro HCT mnzsmmrmmzsfulow 0 5 FES Yes 17 Yes No 10/12/2014  Hypertersion
—[> Actonel 30mg Tablet 1 Once a week Bommlw 10aiy 0 5 PBS Yes 1 Yes  No 10/12/2014  Hyparipidaenia
ot . Madopar 200mg S0mg Tablet Mrn‘iﬁug 1 Thee times 2 day 100 5 P8S Yes /17 Yes Mo 101272014 Parkinson's disease
B e Sig Tatint 1 in b oo " Monodu 120mg Tablel 120m  1Da 0 5 PES Yes Y Ye: Mo 101272018 lschasmic heat dseace

> AvaproHCT 3001125 300mg.12 5mg T
- [> Crestor 20mg Tablet 1 Dady
> Madopa 200mg.S0mg Tablet 1 Three t
> Monodus 120mg Tablet 1 Dsiy
aAipmmw

D Actve
> 1072008 Hypertansion
> 0272009 Osteoporosis
b 0372003 Memory loss
~~~~~ [> 1072010 Bilsteral Cataract

Wednesday 05/12/2018 10:02:38 aAM
10:02 AM

G

3/12/2018 |



Resources .......
My Health Record

Guidelines for

CGP .
RAZ- - Pharmacists
oroving health BrRACGP My Health Record
m e - %o [T — i . . P
| R0L3 5 iy in A brief guide for general practice
ualit
tecotd q e ‘.‘c' ; ¢ $"
eta‘ pta s Australian Government
gen it Australian Digital Health Agency My Health Record
i hea
1o creat® and mainte \o - - |
(RS o that are fit fOF pure PSA Australia’s peak body for pharmacists
records 1@

4
v\ My Health Record Online Training

| My Health Record

Login Welcome to My Health Record Online
Training

Information

Security {
In genery)
Practice

.\‘I‘Ll”\it”.‘“

Username / email | pigoz

sth edition
Password ... This training introduces My Health Record and outlines its

benefits, features and functionalities. It covars topics such as

[ Remember username

Resource guide
o the benefits of My Health Record for healthcare providers and

Login
patients,
Forgotten your username or password? s the types of information that may be found in My Hezlth
Cookies must be enabled in your browser @ Record,
» the uses of My Health Reccrd in a range of healthcare settings,
and
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Privacy and security of My Health Record




Digital Health Foundations
The right health information for the right individual at the point of care

Who

e

Who received 24869 &
HPI-I provided [ the IHI
Healthcare Provider | the ‘ service - Individual Healthcare Identifier

Identifier — Individual | [EEESNRYoN I TP /

Healthcare Event service
was

Healthcare Provider Identifier -
Organisation

provided

A record can only be accessed by authorised employees within registered healthcare
provider organisations ’f
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Policies, procedures, awareness

Defence in Depth

A layered
approach to
security provides
robust protection
for our sensitive
health data

Perimeter

Internal Network

Application
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Security Assurance

Security assurance activities are undertaken to ensure the security of
the My Health Record system is adequately maintained, including:
* Accreditation in accordance with the Australian Government Information

Security Manual (ISM) and Protective Security Policy Framework (PSPF).
Including assessment by an independent IRAP* assessor.

Secgre Secgre
* Threat and risk assessments to independently audit the effectiveness of Design Build
security controls. \
* Regular penetration testing, to understand and monitor security threats, Continuous
risks and vulnerabilities. Improvement  Tact &
. . . . . . . Review Accredit
* Pre-release testing and technical reviews to identify and rectify any security
vulnerabilities, prior to release of new My Health Record system \ /
functionality. Release

* Security clearances — ensuring personnel involved with management of the
My Health Record system have a baseline security clearance, granted by the
Australian Government Security Vetting Agency.

* Information Security Policy and associated security procedures and plans.

g ok, § -4
B} S | 4
P oa ‘* "
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Security Operations

The Digital Health Cyber Security Centre
v’ continually monitors the system for evidence of unauthorised access.

v’ utilises specialist security real-time monitoring tools, configured and tuned to
automatically detect events of interest or ‘notable events’.

v’ regularly reviews and updates the defined events of interest,
based on its knowledge of the likely threats to the My Health Record.

Examples of ‘notable events’

Overseas access
by consumers

High transaction
rate for a given

Multiple logins
within a short

period of time healthcare

provider

and healthcare
providers
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Digital Health Security in your Organisation
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Simple Steps for Healthcare Businesses

 itormaton secuy Guide | The Australian Digital Health Agency has released
ae s BN the ‘Information Security Guide for Small Healthcare
g Issaey Businesses’.
ol &” . . _ _
; The guide provides simple guidance for
e~ - non-technical health professionals regarding:
Ayl
L @n .
 privacy e back-ups
e passwords e staff security

e software updates dWdreness.
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Manage your certificates

Did you know that your NASH PKI certificate expires
2 years from the date of issue? Do you know how to
renew your NASH PKI certificate?

For further information and to learn how to renew
your NASH PKI certificate, please visit Medicare -
Manage your certificates web page.

/
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The My Health Record system operates under the
My Health Records Act 2012 and The Privacy Act 1988.

The Acts establish:
- The role and functions of the system
- A registration framework
- A privacy framework

* :
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How patient consent works in My Health Record

Providers who have a legitimate reason to access the system (e.g.
provide care to a patient) are authorised to do so subject to the
patient’s access controls.

Authority to upload

Authority to access

A provider is authorised by law to view a My A provider is authorised by law to upload
Health Record without seeking consent each clinical documents without gaining consent
time, if: of the patient each time.
1. The provider is permitted by the organisation

to access the My Health Record A patient may instruct you that a particular

clinical document not be uploaded. If they

2. The provider is accessing in order to provide do it can not be uploaded

healthcare to the patient

3. The patient has not restricted access

1 ¢
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My Health Record legislation highlights

NN

e

s e

A person’s record will be deleted when they opt out
Access by insurers and employers is prohibited
Increased penalties for misuse of information

Law enforcement agencies will need a court or similar order
to access a record

Parents will be removed as authorised representatives
when a child turns 14

Strengthened protections for people at risk of family and
domestic violence

Government agencies involved in managing the My Health
Record system

Use of My Health Record data for research purposes
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Consumer control of the My Health Record

v'Individuals control who has access to their My Health Record:

H Q@ ©

They can restrict They can choose to All instances of They can subscribe In an emergency, a
access to their record restrict access to access to My Health to SMS or email clinician can
by establishing a code  specific documents Record are alerts that report in exercise a ‘break
(RAC) that will mean in their My Health monitored and real time when a glass’ facility — but

only organisations Record by logged new health provider instances are

given the code can establishing a code organisation monitored and

access any part of (LDAC). accesses their My logged.

their My Health Health Record
Record
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Health Record

Healthi number of mobile apps:

Enter PIN

AA

HealthEngine HealthNow

HealthEngine Pty Ltd Telstra Health

Apps that are authorised to connect to My

Individuals can interact with their My Health Record using a

o~

=)

Chamonix Health eHealth Record

Solutions Pty Ltd The Australian Digital

Health Agency
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Q&A




Contact us

Help centre 6287 8031 or 6287 8028
email  digitalhealth@chnact.org.au

Website ~WWW.chnact.org.au
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